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> Ubuntu feisty (development branch, 7.04) @
> Linux kernel 2.6.20
> gcc4.1.2

> glibc 2.5
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i - Ll User-Mode-Linux & gemu 53T R ALY
» ¥R Linux Z Program Loader ( Z=:/E5S )
 User/Kernel-space B &




* User-Mode-Linux
> B3| Linux 2.6 kernel tree
o EBZERE  (ARCH=um)

°* gemu

> user emulation (instructions)

> system emulation

o I



http://www.gnu.org/graphics/agnuhead.html

% Linux Kernel %ﬁfﬁj @ user-space

ﬂfﬂ){%ﬂ’] "Kernel" # {7 45— Linux process
P NEK
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Process 1 | Process 2




#18 process #f & % £ % address space

¥, CO
kernel virtual memory ﬁ Stack
(code, data, heap, stack) - '
(created at runtime) .
I <
A 80
memory mapped region for TF
shared libraries

BT ¥4 UML % address space A 9% s

| : \ Shared
run-time heap - 40 Libraries

(managed by malloc)

\
read/write segment S

d-onl t
read-only segmen Data

(.init, .text, .rodata)
‘ 08 Text

unused N
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> SKAS = Separate Kernel Address Space
> EWIERTE A TT (Trace Thread) : K& ptrace

| o SKAS BIEMEIX host Linux kernel | ¥ JE AT TT P
ZE 1] context switches Ei & 4 [42)] 2

| o BT kernel 275 3012
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o E Y Para-virtualization 34y
> TR EHT guest I UMEIBIN, B2 gemu AN[AE]
o TRt E’Jaﬁz arch/um/drivers/*

® *EEI7K/ \»Jb

. uﬁ_ﬂfmﬁﬁﬁ
> UML Block Device => /dev/ubd?

> BYEIFFFERE:  Jlinux ubdO=root_file_system

> Al EHERE RS E . ubd0=/dev/fd0
* COW (Copy-On-Write)

° [ 27 ]| Jserv's blog: %1 User-Mode-Linux 2R &%
BT (1/2) r




Linux Kernel v2.6.20.4 Configuration

Linux Kernel
Arrow keys navigate the menu. <Enter> selec
hotkeys. Pressing <Y> includes, <N> exclude
to exit, <?= for Help. </> for Search. Lege
< > module capable

'l UML-specific options —>

Code maturity level options —
General setup ——=
Loadable module support ——

™o 4 -




User-Mode L|nux (6)

- - CGDB is a curses-based interface
fuml/linux-2.6.20.4% cgdb ./linux to the GNU Debugger (GDB). The

new_argv|arge + 1] = NULL; goal of CGDB is to be lightweight
cvp(new_argv[0], new_argv): and responsive; not encumbered
errort -= with unnecessary features.
} R http://cgdb.sourceforge.net/
fendif * K FEFAML vim 89 XA R 98 3 A8
= linux prog = argv|0]:
set_stklim(): $ \#:)1‘
setup env path(): ’ﬁ)‘rt/'i’ %ﬁ é}\% br eak pO int
)=
new_argv = mal loc((arge + 1) ™ ") J‘—F‘ i}{(‘ /rT
(new_argv == NULL){ .. _,;,.C al l Gra ph

perror {
Jhome/ jserv/uml/1linux—-2.6.20. 4;’&1*(:11;’11111/05—L1m1x;’ma1n c

b start_kernel
b panic
run ubdO=rootfs mem=128M umid=ubuntu

Copyeight (Cy 2008 Free Sof - UMID (Unique Machine ID)

\ 5 Free Software Foundation, Inc.
GDB is free software, covered by the GNU General Public License, and vou are
welcome to cha it and/or distribute copies of it under certain conditions.
' ¢” to see the conditions.
There is absolutely nc nty for GDB. Type "show warranty" for details.

This GDB was configured as " —linux—gnu”...
Using host libthread db library "/lib/tls/i686/cmov/1ibthread db.so.1".
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476 cpu_set(cpu, cpu possible map): jservavenux:”/uml/linux-2.6.20.4$ pstree | grep —Al0 linux
477\ } |-cmd—rxvt-unicode—bash—+-cgdb—gdb—
478 | ‘=stardict
479 void init attribute ((weak)) smp setup proce | —emd—rxvt-unicode—nbash
480 { |-5*| dbus—daemon |
481 } | -dbus—launch
483| asmlinkage void init start kernel(void) |-events/0
= { |-gconfd-2
485 char " command line: |-4"[getty
486 extern struct kernel _param __start__ pare |-hald—hald-runner—+hald-addon-acpi
487 | |-hald-addon—cpuf
4188 smp_setup processor id(); Jservevenux:~/uml/linux-2.6.20.48
489
490 /*
491 " Need to run as early as possible, to initialize the
492 " lockdep hash:

/home/ jserv/uml/1linux-2.6.20.4/init/main.c

Make breakpoint pending on future shared library load? (v or |[n]) n

(tgdb) run ubd0=/opt/src/ubuntu—-root mem=64M

Starting program: /home/jserv/uml/linux—2.6.20.4/1inux ubd0=/opt/src/ubuntu-root mem=64M
Checking that ptrace can change system call numbers...Ok

Checking svscall emulation patch for ptrace...0K

Checking advanced syscall emulation patch for ptrace...0K

Checking for tmpfs mount on /dev/shm...0K s o,y
Checking PROT_EXEC mmap in /dev/shm/...0K 1 sta rt_kernel Z_A) 29 ] %:@]’VF ’
Checking for the skas3 patch in the host: éi H
— /proc/mm. . .not found ~ %‘ arch/um/maln.c
— PTRACE_FAULTINFO. . .not found
— PTRACE_LDT...not found
UML running in SKASO mode

Ichakpnint 1, start kernel () at init/main.c:484
ﬁ{tgdb] I
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User-Mode L|nux (7)

{'ﬂ

~/uml/linux-2.6.20.49% ./linux ubd0=rootfs mem=128M umid=ubunt
4 UML
4 ~/uml/linux-2.6.20.4% cat ~/.uml/ubuntu/pid

~/uml/linux-2.6.20.4% pstree | grep lin

|-cmd---rxvt-unicode---bash-+-bash-i-linux---1 O*[Iinux]J
~/uml/linux-2.6.20.4% gdb ./linux “cat ~/.uml/ubuntu/pid

Host

sexec syscall : sys execve * #% ELF image h
(gdb) b do_execve g & Kt process ° 4.3k 2 current process

(gdb) ¢ sdo_execve B F#AT sys_execve £ % T4k
Continuing

Breakpoint 1, do_execve éfilename=0xfc6eOOO “/sbib/modprobe”,
argv=0xbf986834, envp=0x8058460, regs=0x820ea38) at

fs/lexec.c:1127
(gdb) delete 1

(gdb) c




A e B | — e )\

E .E. I,a \__,1?' : | roct@we: |§ Kernel d-- | 7| root@we: | 7| Consale | 7| process.c | T Memory |ﬁ ’} '@'M =) 22:08 ﬂ:] “ -
- [ ] process.c - Source Window - O = - [ ] Console Window - O =
File FRun View Control Preferences Help ].l might be |'|||_1|13|u_: n ﬂ”'”I_“"-_F"-"’“'f”"_'

- - - - - - Further execution is probably impossible.
hard_handler {sig=14) at archfumf/os—Linux/sys—1i 386/ /signal .c:11

* R = 1 s .

EMOPO DO EAsse-1® el gl
Breakpoint 4, main {arge=2, argv=0xbld47004, envp=Oxbld47100) at A
new thread handler () at arch/umfkernel fskas/process, ci50

|process .c - start_idle_thread - SOURCE W FH IR ATETEr L At arciy i Reriel shas/ prptess £
Breakpoint 1, start_kernel () at init/main.c:479

i ) if{ IML_SET.IMP{me) == 0} start_idle_thread | stack=Dx81bcBOl, switch_buf=UxB1clB20) at arch/
i LML LOMCGIMPY you, 133 J
- 4R3 } [ gdb
b
65 static jmp_buf initial jmpbuf;
66 v __—_:_ = O X brvjum
67 /% XNX Make these percpu ™/
68 static vold {"ch_proc)iveid “argp: Addresses
BY static wvoid “ch arg:
70 static jmp_buf 7(-|-_,_|:,_=,(-k: Address |OxOR1bR1GD ﬁ Target is LITTLE endian
L3 N ) _ L . 0 | B C ASCIT
1V int start idle threadi{veid “stack, gmp bul’ “switch _bul)
_ 173 4 = = - - DB b 160 | CaD0ODOO00 | OaeOO0RO000 | DacDOO0OD00 [ DxTIGTEREL | L ... dhas
174 int ni OxDB1bb1TD | DxGeBEEER [ DxBEEGT2TA | Dx0DO03ATE | OxcDODOOOOH0 h_entries=,.....
115 Ox081bb180 | 0x73616860 | Dx6ef55FA8 | DxA5607274 | 0x00003d73 | ihash_entries=. .
- 4vb set_handler (SIGWINCH, (__sighandler_t) sig_handler, x0B15b190 | D00000000 | Ox7BRRBCEE | 0T 26E 7461 | Dx0DDODD: P
477 SA_ONSTACK | SA_RESTART, SIGUSR1, SIGIO, SIGALRM, R (00000000 | OxoeanicGs | Oxi2od 7461 | 0n0000003d | . . . Lelevator=. .
178 STIGVTALRM, -1): DxDB1bblal | DxB46d6172 [ DxddBbTI6S | OxBd617200 | DxBhTI6864 | ramdisk=. ramdisk
e OxDBIbb1b0 | DxFafhyast | DxT2003d650 | Dx6G646d61 | 0x62506073 | _sire=.ramdisk_b
= = DML SBELIMPL&initial g '
} 4Ef :wit::;::ﬁ;l{““ L&initial_jmpbut) DxDB1bb1cl | DxEbAIATRC | DxBETaB0TS | DxDO0ODONS | DxDODO0O0D | locksizre=. ... ...
1R case INIT JMP NEW THREAD: (x0B1bb1d0 | DxOOO00000 | CacBOOOBOOO0 | DaOOORO0O0 | OaDOROOBO0 | L ..o s s ssss:s.
i ] 1‘:-.U.'ilt'l1_|'.||||':l|IJJ.,JIE-_JI‘ = {unsigned long! new_thread_handler:
- dbd 1‘:-.U.'ilt'l1_|'.u|||':l|I'JJ.,JIE-_F:iI‘ = {unsigned long) stack +
ki L PAL iIi_HJ.{Ii == LML_CONFIGKERNE] _F:GJ'A.{'I\_-:]I{I]IEIH -
1RbG sizeof{void ~ ;i
e/ break
188 case INIT_JMP_CALLBACK: e
- 4HB L "eb_prociich_argl: . Ll]l}:l_.
- -E.n; qu _L-:fl."--.-,J'ﬂI‘:,u:'I'.-_I'.u.=u:'k. 1): Checking scall emulation patch ftor ptrac
O break -
192 case INIT_JMP_HALT: Checking advanced svscall emulation patch
- o3 kmalloc ok = 03 s T ) R I ) ) f 1nr £ ol T
04 return(D): Checking ftor tmpfs mount on ...a'-._h_. 'a-ll.a' .—.lnr!. . Ok
85 case INIT_JMP_RERDOT: Checking PROT EXEC mmap in /dev/shm/.. .0k
- 498 kmalloc_ok = 0: - .o " a .
197 return{1): Checking for the skasd patch in the host:
80y Aault: i ] v
e defavii: . . . . — Jfproc/mm...not found
. ] panicl "Bad sigsetjmp retwrn in start_idle_thread — Sdyn", nb: i ) . i
500 } — PIRACE FAULTINFO...not found
- bkl ML LOMCGIMPY switch_buf', 1): - P \ .
= - ) - PTRACE LDT...not found
502 1 —
Sl UML running in 0 mode
ol void initial_thread_cb_skasiveid {"proc){veid "), void “arg) I:I -
)
|I’r~ugr~.u||| is running. Bh6fcle 5.5 |
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> Portable dynamic translator
T R G
> Instruction sets + processor + peripherals
AT S 1 x86, x86_64, ppc, arm, sparc, mips

C IR RE

gemu—system—arm —M ?
> 1386 $1 <86 64 ALAEEET E W kqemu A% SR AL wm iR
AR AERE AR AR KX
> User
> System
4t gdb stub » 7T &e& gdb 1F A & 447
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® User mode emulation : AT IRFAEZERE 2 &
fiﬂ% X&0, ppc, arm, sparc, mips

® System emulation

> gemu linux.img

o HQEMJ\BIJ%E% kernel image ~ initrd, &71‘5%592@%(
Ll xscale PXA27x 75 % ... 1% Ji target #J Id-linux.so0.2

~/poky/build/tmp$ file ./rootfs/bin/busybox

| ./rootfs/bin/busybox: ELF 32-bit LSB executable, ARM, version 1 (ARM),

| for GNU/Linux 2.4.0, dynamically linked (uses shared 1ibs), for GNU/Linux
2.4.0, stripped

~/poky/build/tmp$ ./qemu—-arm ./rootfs/l1ib/1ld-linux.so.2 \
——1library-path ./rootfs/1ib ./rootfs/bin/busybox uname —a

| Linux venux 2.6.20—-12-generic #2 SMP Sun Mar 18 03:07:14 UTC 2007

armVStellunknown




gdb stub
o Z BT system emulation #23T, FZUNfAIMEE gdb ?
* Remote Debugging : gdb 7] serial line ¢ TCP/IP

\% i Y=\

TEIT IR IR PREE

GDE or DDD

I
I
i |
L
1

(remote protocol @ Some Mmesssge String)

gdb stub




gdb stub : % TCP/IP

© (gdb) target remote localhost:1234

° gemu B TETH:
> =s Wait gdb connection to port 1234.
- =S Do not start CPU at startup

GDE or DDD

gdb stub




1 L.-q (] | .' E| | - 7 mic - wenu: P_} Remaote pack | T roct@wvenus § | T revt-unicode 7| TightwrMC: Q- i J . y 1000 | ““

-

260 do fork(CLONE VFORK | CLONE VM | SIGCHLD, regs—ARM sp, regs, O, NULL, NULL):
261 }

262
263| /" sys execve() executes a new program.

264 * This is called indirectly via a small wrapper
265| "/

266| asmlinkage int sys _execve(char

267 char Py
» iga N
269

int error:

270 h * file . Dx00140000-0x007f0000 : "Boot PROM Filesystem"

-:;" cral’ 1Lilename., AND device: Manufacturer ID: Oxec, Chip ID: Oxf1 (Samsung NAND 128MiB 3,3V 8-bi
271 )

272 filename = gcrtnanm:{rilc:*ﬂﬂﬂziﬂﬂ gE:;EE fﬂ:_:éd blocks I

P Trds . — P v ) redting partitions on sharpsl-nan H

’} . 9 error FTR—ERR“‘ Lenamfy, 00000000-0x00700000 : "System Area”

274 (IS _ERR(filename)) |ox00700000-0x04100000 : "Root Filesysten"

275 out: Ox04100000-0x08000000 : “Home Filesystem"

276 error = f.]ﬂ_(txct(:‘u’i:tf filend input: 3Spitz Keyboard as ~class/inputsinput

. . . — pover.c: fidding power management to input layer
/home/ jserv/virt/linux-—rp—2.6.20-r5/. input: Corgi Touchscreen as ~classsinputsinputil
at arch/arm/kernel/sys arm.c:268 cal100-rtc sall@d-rtc: rtc core: registered sall@@-rtc as rtcd

. s ol p I2C: iZc-0: P¥XA [2C adapter
{‘tgdh] info breakpoints Regiztered led deuvice: =pitz:amber

HIITI] T"GII:](: T]'-i s5p Eﬂh _-'E'L{_]{_]T‘C:SS Egistered led device: Spitz:gree‘n
] breakpoint keep v Oxc0027aJICP cubic registered
reakboin 1readv hi 17 +i4IET: Registered protocol family 1
It_j IEE_H point a ) eady hit 17 t] ET: Registered protocol family 17
(tgdb) whatis start_kernel pScale iWMMXt coprocessor detected.
type = void (void) a1100-rtc sall00-rtc: setting the system clock to 2007-03-15 01:55:22 (11739237

tgdb) call printk("Hello World fromé2)
(tedb) cz : ( F3: Mounted root (jffsZ filesystem) readonly.

Freeing init memory: 108K

Breakpoint 1, sys execve (filenamei={INIT: version 2.86 booting 7};\{;}5’{ Sharp Zaurus PDA

e514) at arch/arm/kernel/sys arm.c:2{
The program being debugged stopped while in a function called from GDB.
When the function (malloc) is done executing, GDB will silently

stop (instead of continuing to evaluate the expression containing

@l the function call). .
| Ft(gdblj ﬁt . A Remote GDB 74~ #7




b - ELF Image 101,
o HATHRFHAEL S (ERE)

> User-mode ¥ Kernel-mode F4A 58




Translators Translators
(ccl, as) (ccl, as)

Loader / Dynamic Linker
(1d-linux.so)




[

1 le
X]
* ELF section
[+]
- .
name string
type
flags
address
offset
size
link
info
alignment
entsize
section
section
section
section
section
section
section
section

L o I e

]
]
]
]
]
]
]
|

o | e | o | o | o | o | | |

AR —

$ objdump —-s —g

hello:

Contents of section

headers at offset 0000074
section 0:
| section 1: .interp

index

. .note, ABI-tag
: . hash

: . dynsym

. .dynstr

1 ., gnu, version

1 . gnu, version_r
. .rel,dyn

: .rel.plt

00 =10 Ok GBS

file format elf32—-1386

/hnmef]servfﬂelIUWbrldfhellownrldfsamplesfﬂﬂ -pureC/hello

0000000b

00000001 (progbits)
00000002 details
08048114

00000114

00000013

00000000
00000000
00000001
00000000

By

.interp =
elf interpreter

$ /lib/ld-linux.so.2

Usage: Id.so [OPTION]... EXECUTABLE-FILE [ARGS-FOR-
PROGRAM...]

You have invoked "Id.so', the helper program for shared library
executables. This program usually lives in the file " /lib/Id.so’,
and special directives in executable files using ELF shared
libraries tell the system's program loader to load the helper
program from this file. This helper program loads the shared
libraries needed by the program executable, prepares the
program to run, and runs it.

.interp hello

.interp:

8048114 2f6c6962 2f6c642d 6c696e75 782e¢736f /1ib/1d-1inux. so

8048124 2e3200

2.




i - (User-Mode)
> fEHELE shell ST/ ERFER
> shell Ll fork+exec syscall /7 T TY MR FEE

> 17578 int 0x80 HHE B EE kernel B exec
syscall ik75 (sys_execvp)




® (Kernel-Mode)

> exec syscall 1T ELF Loader , # A k% process

: : ELF / .inter
IMIZI)E (ELF Image) elf mterpreEc)er

> Program loader 2| PT_INTERP segment -
> Program loader i PT_LOAD segment mapping 7%

TR text/data segment

> text segment HHE#EEAHIE 0x0804 8000 BilE, data
segment EHEHE%Z
> Program loader F¥1 interpreter loader j#f program
interpreter (Id.so) &, A, il mapping %! process
memory

vinterpreter | text segment FHE A7 11E 0x4000 0000
BHIA, interpreter B data segment & Hi% (




® (Kernel-Mode)

> Program loader j# BSS
segment LT

Caller

> Program loader /% process H' Frame <
register %eip (user-mode) & Arguments
B program interpreter §1EE g o R

Return Addr
ANEBE . W Y%esp EXAE Ay user (%ebp) 0ld %ebp

mode F'] stack

Saved

Registers
+

Local
Variables

Stack Pointer Argl:JriTcTnt
(%esp) ——>




° (Use-Mode)

> Program interpreter & %2/ process T 75 H") shared
library( 24 55 251K )

> Program interpreter %1% mmap(2) , 7 shared library

+ LA mapping 2| process memory , LL5E R ELAE
Process Image B/

- F
n.l_ 1
’ .data section of
executable/shared
libraries on a
process virtual
space
o0

Virtual Space ROM
of a process (CRAMFS)
\
Mapped to an ELF
file segment that
im:h_.tdes the .data data section in
section van ELF file (not
compressed, “t”
l(vim_area_ struct to bit on)
ELF file segment level|
Doy plvwesae e pases /
attached)




o T3 Shared library FIAF5EF
> Program interpreter #47 x86 jump BJ{E, %/ process
7 A B
» 208k ELF header Y entry point
o FEFEFEAT

0x110 0x110

0x10c 0x10c

0x108 123 0x108 123
0x104 | 0x80482d1

%esp| 0x108 $esp| 0x104

Feip| 0x80482cc seip_(] 0x3048280



B A AR Y
> SCI (System Call Interface)

o HITHFIHRY AR STMEIY




User mode Kernel mode

-
L -
L LS
- A
L [}
*/\_/ /\/
1
1
1
1

system_call:
v xyzO { e v O
) . . SYS_XVYZ
xyz(); ~ int O0x80 : | Y yzQ
- v
S B T T : ret_from_sys_call:
System call Wrapper routine System call handler System call
mMvocation i i libe standard Service routine
applocation library
program
USER MODE _
KERNEL MODE
System call Interrupt
handler cheduler handler




$ pidof hello-loop

6987

$ gdb

(gdb) attach 6987

Attaching to process 6987

Reading symbols from
/home/jserv/HelloWorld/samples/hello-loop...done.
Using host libthread_db library
"/lib/tls/i686/cmov/libthread_db.so.1".
Reading symbols from
/lib/tls/i686/cmov/libc.so.6...done.

Loaded symbols for /lib/tls/i686/cmov/libc.s0.6
Reading symbols from /lib/ld-linux.so0.2...done.

Loaded symbols for /lib/ld-linux.so.2
Oxffffe410 in ___kernel_vsyscall ()

USER MODE

KERNEL MODE




User-space Kernel-space

( User a::rpli-‘;atiﬂn) ( C-Library ) ( Kernel j [ Systelm call )

getpid(void) Load larguments
= gax= [NR_getpid,
transition to kernel (int 80) _

system_call

call
systam_call_tabla[aax]h

{ Jpidial sAs

syscall_exit

resumg usefspace

i AL AR




main.c

{instructions)

close (£d4) ;

{instructions)

( /lib/libc.s0.6 ) . linux/arch/i386/kernel/entry.S

movl %ebx, %edx
movl Oxd (%esp,l), tebx
movl 50x6, %eax

movl %edx, Yebx
cmp $0x£££££001, %eax
jae syscall error

|
[
|
[
int 50x80 |
I
|
|

ret

pushl %eax
SAVE ALL
GET_CURRENT ( #abx)

empl $(NR_syscalls), %eax
jaa badsys

linux/fs/open.c

int sys_close(int f£d)
{

call *svs call table (, %eax, 4)

movl %eax, EAX(%asp)

RESTORE ALL

{instructions)

user mode : kernel mode

processes
not involved

syscalls
not involved

system
calls user mode
assembler—glue kernel mode

- syscall multiplexer




$ gcc -v -o hello hello.c
Using built-in specs.
Target: i486-linux-gnu

/usr/lib/gcc/i486-linux-gnu/4.1.2/collect2 --eh-frame-hdr

-m elf_i386 -dynamic-linker /lib/ld-linux.so.2 -0 hello

" /usr/lib/gcc/i486-linux-gnu/4.1.2/../../../../lib/crt1l.0 4 ¢ o4t hello.c
/usr/lib/gcc/i486-linux-gnu/4.1.2/../../../../lib/crti.o i '

/usr/lib/gcc/i486-linux-gnu/4.1.2/crtbegin.o -L

/usr/lib/gcc/i486-linux-gnu/4.1.2 -L/usr/lib/gcc/i486- retuTTo;

linux-gnu/4.1.2 -L/usr/lib/gcc/i486-linux- }

$ strace ./hello

/tmp/ccyjlYoV.o -lgcc --as-needed -lgcc_s --no-as-

needed -Ic -lgcc --as-needed -lgcc_s --no-as-needed mz
EXI_group(o) =7
- /usr/lib/gcc/i486-linux- gnu/4 1. 2/ ../ / Jlib/crtn.o  Process 14211 detached

$ wc -c hello

6749 hello
printf o
hello.c ke hello.d compiler | kello.a |assembler| hellc.o hnker hella
H?EEEE?DF [eol) . {as) . {1d)
SOLFCS FE imadiffad assesnbly refocaaila axscifabia
progrann HEOWCE pragram abjact object
(et} program {teuxl) Drogras prograim

(laxt) {lirrany) (binary)
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#include <stdio.h>
char message[] = "Hello,
world\n";
int main(void) {
long _res;
__asm___ volatile (
"int $0x80"
:"=a" (_res)
/7 :"a" ((long) 4),
"b" ((long) 1),
"c" ((long) message),
"d" ((long) sizeof(message)));
return O;

}

$ head -n 12 /usr/include/asm-
i386/unistd.h

#ifndef ASM_1386_UNISTD H_
#define ASM_1386_UNISTD_H_

/*

* This file contains the system call
numbers.

*1

#define _ NR restart_syscall 0
#define _ NR_exit

#define _ NR_fork

#define _ NR read

#define __NR_write




Offset Symbol sys_call_table System call location

0 __NR restart_syscall | .long sys_restart_syscall | - - = Jflinuxfkemelisignal.c

4 _ MR-exit long sys_exit == * finuxkemelexit c

b __NRE_ext lang sys fork == * finuxfarch/386/kemeliprocess ¢

1272 __NE_getcpu long sys_getcpu = = #= flinuxfkernel’sys.c

1276 _ NR_epoll pwait | long sys_epoll_pwan = =% flinuxkernelsys nic

__NR_syscalls
A

Ninux/includefasmiunisid.h

Jinuxfarchi38skemel/syscall table.s




[ » glibc FIE i sysdeps/unix/sysv/linux/i386/sysdep.h
# define INTERNAL _SYSCALL(name, err, nr, args...) \

(. #define INLINE_SYSCALL(name, nr, args..) \

. . : : { \
register unsigned int resultvar; \ unsigned int resultvar = INTERNAL SYSCALL

EXTRAVAR ##nr \ (name, , nr, args); \
if (__builtin_expect

asm volatile (\ (INTERNAL_SYSCALL_ERROR P (resultvar, ), 0))
LOADARGS ##nr \ {\

,, 2 __set_errno (INTERNAL SYSCALL_ ERRNO
mOV| 0/01 y %%eaX\n\t \ (resultvar , )) ; \

"int $0X80\n\t" \ resultvar = Oxffffffff; \

A\
RESTOREARGS ##nr \  }\

"=a" (resultvar) \ (int) resultvar; })
:"i" (__NR_##name) \
ASMFMT _##nr(args)

: "memory", "cc"); \
( int) resultvar; })




o TR E A ST shell &5 FHLIAERAE
> execve syscall movl <envp>, %edx

® Linux Kernel movl <argv>, %ecx

; movl <file>, %ebx
> arch/i386/kernel/traps.c movl S11. %eax

void __init trap_init(void) int $0x80

{

set system gate(SYSCALL VECTOR,
&system_call);

s execve
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o FFELBHE R &EPEIYEE Program Loader 17 4
° % gemu 1B HiE R 57 Y
o ;17 Kernel & User Process
> MEE | Hello World _




Kernel Hacking with UML
> http://user-mode-linux.sourceforge.net/new/hacking.html
] Open Source T.E.F&HES : FrlaE Bl
> http://www.study-area.org/cyril/opentools/

Kernel command using Linux system calls
> http://www-128.ibm.com/developerworks/linux/library/I-system-calls/

Jollen 1] Blog
> http://www.jollen.org/blog/

°* QEMU::Documentation
o http://fabrice.bellard.free.fr/gemu/user-doc.html
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http://fabrice.bellard.free.fr/qemu/user-doc.html

