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— Ubuntu Edgy (development branch)
— Linux kernel 2.6.20

- gcc4.1.2

- glibc 2.4
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#include <stdio.h>

int main (int argc, char *argv|[])

1

»

printf ("Hello World!\n");
return O;
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¢ 433 Examples in 132 (or 162*) programming
languages
- http://www.ntecs.de/old-hp/uu9r/lang/html/lang.en.htmi
/* Inline assembly */
#include <stdio.h>

char message[] = "Hello, world!\n";

int main(void)
{
long _res;
asm___ volatile (
"int $0x80"
: "=a" (_res)
: "a" ((long) 4),
"b" ((long) 1),
"c" ((long) message),
"d" ((long) sizeof(message)));
return O;

\_



http://www.ntecs.de/old-hp/uu9r/lang/html/lang.en.html

\u0070\u0075\u0062\u006c \u0069\u0063\u000a \u0063\u006c \u0061
\u0073\u0073\u0020\u0055\u0067 \u006c \u0079\u000a \u007b\u0070
\u0075\u0062\u006c \u0069\u0063\u000a \u0020\u0020\u0020\u0020
\u0073\u0074\u0061\u0074 \u0069\u0063\u000a \u0076 \u006f \u0069
\u0064\u0020\u006d \u0061\u0069\ u006e \u0028\ u000a \u0053\u0074
\u0072\u0069\u006e \u0067\u005b\u005d \u000a \u0020\u0020\u0020
\u0020\u0061\u0072\u0067\u0073\u0029\u007b\u000a \u0053\u0079
\u0073\u0074 \u0065\u006d\u002e \u006{ \u0075\u0074 \u000a \ud02e
\u0070\u0072\u0069\u006e \u0074 \u006c \u006e \u0028\u000a \u0022
\u0048\u0065\u006c \u006c \u006f \u0020\u0057 \u0022\ u002b \u000a
\u0022\u006 £ \u0072\u006c \u0064 \u0022\u0029\u003b\u007d\uo

public class Ugly {
public static void main(String[| args) {
System.out.println( “Hello World” );
}

}
\ /* Magic Java version */










¢ GNU Toolchain

— gcc (GNU Compiler Collection)
- binutils =2

$ apt—cache search binutils

binutils

binutils — The GNU assembler, linker and binary utilities
binutils—dev — The GNU binary utilities (BFD development files)

—glibc runtime & utilities
¢ FLF editor
¢ ggcov

\_



http://www.gnu.org/graphics/agnuhead.html

compiler

Assembly language (8051, Z80, 80386, ARM, ...)

@ assembler

Object code

@ linker

Machine language
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¢ Strip s
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¢ sjze \
¢ readelfim
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gcc -g -c hello.c
file hello

ello: ELF 32-bit LSB executable, Intel 80386,
version 1 (SYSV), for GNU/Linux 2.6.0,

dynamically linked (uses shared libs), for GNU/Linux

2.6.0, not stripped
Idd hello

linux-gate.so.1 => (0xffffe000)
libc.so.6 => /lib/tls/i686/cmov/libc.so0.6 (0xb7e62000)
/lib/ld-linux.s0.2 (Oxb7fad000)

O




$ objdum p —x hello

hello: file format elf 32—i38 6
hello

architecture: 1386, flags 0x00000112:
EXEC_P, HAS_SYMS, D_PAGED

start address 0x080 48870

Program Header:
PHD R off 0x00000034 vaddr 0x08048034 paddr 0x08048034 align 22
filesz 0x000000e0 memsz 0x000000e0 flags r—x
INTERP off 0x00000114 vaddr 0x08048114 paddr 0x08048114 align 2**0
filesz Ox00000013 memsz Ox00000013 flags r——
LOAD off 0x00000000 vaddr 0x08048000 paddr 0x08048000 align 2**12
filesz 0x00002120 memsz 0x00002120 flags r—x
LOAD off 0x00002120 vaddr 0x0804b120 paddr 0x0804bl120 align 2712
filesz O0x000001f4 memsz O0x00001280 flags rw—
DYNAMIC off 0x0000213c vaddr 0x0804bl3c paddr 0x0804bl3c align 22
filesz 0x000000c8 memsz 0x000000c8 flags rw—
NOT E off 0x00000128 vaddr 0x08048128 paddr 0x08048128 align 2**2
filesz 0x00000020 memsz 0x00000020 flags r—

S




$ objdump -d hello
hello: file format elf32-i386

Disassembly of section .init:

08048690 <_init>:

8048690: 55
8048691: 89 e5
8048693: 83 ec 08

8048696: e8 f9 01 00 00
804869b: e8 4b 02 00 00
80486a0: e8 1b 18 00 00
80486a5: c9

80486a6: c3
Disassembly of section .plt:

080486a8 <mkdir@plt-0x10>:
80486a8: ff 35 14 b2 04 08
80486ae: ff 25 18 b2 04 08
80486b4: 00 00

\

push
mov
sub
call
call
call
leave
ret

pushl
jmp
add

%ebp

%esp,%ebp

$0x8,%esp

8048894 <call_gmon_start>
80488eb <frame_dummy>

8049ec0 <__do_global_ctors_aux>

0x804b214
*0x804b218
%al,(%eax)




$ cat hello.
int main() {‘printf("Hello World."); return O] }

$ gcc —static —o hello hello.C

$ strace ./hello

execve("./hello", ["./hello"], [/* 26 vars */]) = 0
uname({sys="Linux", node="venux", ..}) = 0

brk(0) = 0x&80b7000
brk(0x80b7c90) = 0x&80b7c90

set_thread area({entry_number:i—1 —> 6, base_addr:0x80b7830, 1imit:1048575,
seg 32bit:l, contents:O, read exec _only:0, 1limit _in_ pages:l, seg not_ present:0,
useable:l}) = 0

brk(0x80d8c90) = 0x80d8c90
brk(0x80d9000) = 0x80d9000
fstat64(1, {st_mode=S_IFCHR|0620, st rdev=makedev(136, 9), ..}) = O

mmap2(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATEMAP_ANONYMOUS, -1, 0) =
0xb7£10000

| ——— — 1}
exit_group(0) = ?
Process 14211 detached

\_




$ cat hello.c
#include <stdio.h>

= 4

printf ("Hello World! via %x\n", printf);

int main(int argc, char **argv)

{

return O;

e,

N/




$ make

gcc -g -c hello.c

gcc -g -o hello hello.o

$ ./run.sh

Launch Hello World..

Hello World! via 8048290
—

08049548 6000207 R_386_JUMP_SLOT 08048290 printf
2: 08048290 57 FUNC GLOBAL DEFAULT UND printf@GLIBC_2.0 (2)
73: 08048290 57 FUNC GLOBAL DEFAULT UND printf@@GLIBC_2.0







8048350 8d 4c 24 04 lea 0x4(%esp) ,%ecx

8048354 : 83 e4 f0 and SOxFLLEL££0, Besp
8048357 : ff 71 fc pushl Oxfffffffc(%ecx)
804835a: 55 push %ebp
804835b: 89 ebd _ %esp, bebp
804835d: 51 ,‘ push %ecx
804835e: 83 ec 14 sub $0x14,%esp
8048361 : c7 44 24 04 90 82 04 movl  $0x8048290 ,0x4(%esp)
8048368 08
8048369: c7 04 24 3c 84 04 08 movl $0x804843c, (%esp)
8048370: e8 1b ff ff ff call 8048290 <pr intfepl tp
8048375: b8 00 00 00 00 mov $0x0, beax
804837a: 83 c4 14 add $0x14,%esp
804837d: 59 pop %becx
804837e: 5d pop %ebp
8048371 : 8d 61 fc lea Oxfffffffc(
8048382: c3 ret
8048383 : 90 nop
\_ Bﬁ 45 ’Tiﬂ (8)
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system code

headers

system data

system code

main () > . text

a()

main () .text

.data more system code

int e

AN

system data

int e = 7 data
int *ep = &e
int x = 15

a() . text

N/

-’
a.o| int *ep = &e .dat\ ininitialized datg .bss
int x = 15
: .symtab
.bss
int y L7 .debug
o a.c
[ |
int e=7; extern int e;

e int *ep=&e, x=15, y;
int main() {
int r = a(); int a() {
exit (0) ; return *ep+x+y;

} }




int e=7;

int main() {
int r = a();
exit (0);

}

tern int 7
int “*ep=&e;

int x=15;

int y; ‘\\\\\\\\\\\

turn *ep+x+ty;

T

1




int e=7;
int main() { Q
int r = a()?

exit (0) ;
}

L 2
Relo‘ tion Info



extern int e
N\

int *ep=é&e;
int x=15;
int y;

int a()
return *ep+

}

‘e

Relocation Info




inte=7;

. . Executable After Relocation and
|{nt main() External Reference Resolution

intr = a();
exit(0);

}

extern int e;

o int *ep=&e;
int x=15;

inty;

inta() {

return *ep+x+y;

}




inker scrip

— fulAisections g AR ERE AT

— Compiler/Linker# % 8% #linker script » & —AZ #)
JE R #2 X &8 .E % 7 sbuild process

GCCHEA S ameE T 46 » XK & &xmemory

model > #8 & 3 > 15 & TAE A& Linker script

5 dpkg -L binutils | grep ldscripts
usr/lib/ldscripts

usr/lib/ldscripts/elf _i386.x
usr/lib/ldscripts/elf _i386.xbn
usr/lib/ldscripts/elf _i386.xc
usr/lib/ldscripts/elf_i386.xd




& & &9 % {Blsections :

text
.data
.bss

* Hib
nit / .fini
.ctor / .dtor
.rodata
.common
.eeprom
.install
.vector
.debug

\_ .comment

code and constants
initialized/un-initialized data

to/exit entry

C/C++ constructor/destructor
ROM variables

shared overlayed data sections
EEPROMable sections

startup code

interrupt vector table
debugging information
documenting comments




GCC Linker - Idw)

- gcc linker script (#ifca /usr/lib/ldscripts/elf_i386.x)

/* Default linker script, for normal executables */
OUTPUT FORMAT ("elf32-1386","elf32-1386","elf32-1386)
OUTPUT ARCH (i386) data

SECTIONS {
*(.data .data.* .gnu.linkonce.d.*)

{ -
KEEP (*(.gnu.linkonce.d.*personality*))
text - ’}},SORT(COI:STRUCTORS)
{ !
~
/ *(.text .stub .text.j‘/ N £ELE) _
; KEEP (*(.text.*p S Initialized variables
!%‘ by .bss
““m.. / { - .bss
s // //"'» *(_dyﬁ"b‘sg)- | Un-initialized variables
code and constants /. /" *(.bss .bss.* .gnu.linkonce.b.*)
/ / *(COMMON)
/[ %
Stored in }

\_memory block data




GCC Linker - Ids)

- $ objdump /usr/lib/libc.a -xd > |IbC txt )

printf.o: file format elf32-i386
rw-r--r-- 0/0 868 Jun 24 03:09 2006 printf.o
architecture: i386, flags 0x00000011:

HAS_ RELOC, HAS_SYMS
start address 0x00000000

Sections:
Idx Name Size

ALLOC

3 .comment 00000040 00000000 00000000 ! symsoLTaBLE:
CONTENTS, READONLY

text - O0x26 = 38 bytes

N\

File off

0 .text 00000026 00000000 00000000 00000034 2**2
CONTENTS, ALLOC, LOAD, RELOC, READONLY, CODE

1 .data 00000000 00000000 00000000 0000005c 2**2
CONTENTS, ALLOC, LOAD, DATA

2 .bss 00000000 00000000 00000000 0000005c

00000000 |
00000000 |
00000000 |
00000000 |
00000000 |

.note.GNU-stack
00000000 g

00000000
00000000

00000000 g
00000000 g

Algn

(x) = --all-headers
BT P A header A1 > &4
symbol table ;Z relocation
entries

2%*2

.text 00000000 .text

.data 00000000 .data

.bss 00000000 .bss

.comment 00000000 .comment
d .note.GNU-stack 00000000

0000

*UND* 00000000 stdout
*UND* 00000000 vfprintf
F .text 00000026 printf

F .text 00000026 _IO_printf

F .text 00000026 __ printf )






GCC Linker - Id1o

Disassembly of section .text:

00000000 <_I0_printf>:

O:

55 push %ebp
89 e5 mov %esp,bebp
83 ec 10 sub $0x10,%esp
8d 45 Oc lea 0xc(%ebp),%eax
89 45 fc mov %eax,0xfffffffc(%ebp)
89 44 24 08 mov %eax,0x8(%esp)
8b 45 08 mov 0x8(%ebp),%eax
89 44 24 04 mov %eax,0x4(%esp)
al 00 00 00 00 mov 0x0,%eax
18 R 386 32 stdout
39 04 24 mov %eax,(%esp)
e8 fc ff ff ff call 20 < 10 _printf+0x20>

AN, T a20r A D YAIS Yo R
LVUs IN__OOU__1 UL VJ. pLJ.IlbI

c9 leave
c3 ret
2% 1386 9 call 354
FE L > vfprintf 4 & printf 8 & #3545

\ £ GNU C Library ¥ » " vf” Fi884) symbol Briz —# 69 £ R X
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¢ Linked program = %18 "sections”
¢ Linker# #object modules & 4F & &9
Executable File Format

—a.out (Assembly OUTput)
¢ Unix format

— Mach-O (Mach Object)
¢ % Mac OS XFr# A

- ELF (Executable and Linkable Format)
¢ &,4 "DWARF”

O




Linux Kernel v2.6.17.3—ubuntul Configuration

Arrow keys navigate the menu. <Enter> selects submenus —>=.
Highlighted letters are hotkevs. Pressing <Y> includes, <N=> excludes,
<M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </>
for Search. Legend: [*] built—in | | excluded <M= module < >

oadable module support -——>
lock laver —>
rocessor type and features Linux Kernel v2.6.17.3—ubuntul Configuration

ower management options (ACF
us options (PCI, PCMCIA, EIS

| | Executable file formats — Arrow keys navigate the menu. <Enter> selects subr

N tworking ——>= Highlighted letters are hotkevs. Pressing <Y= inc
evice Drivers ——> <M> modularizes features. Press <Esc><Esc> to exi-
ile systems ——> for Search. Legend: [*] built—in [ | excluded <l
nstrumentation Support ——=

- [] Kernel support for ELF binaries

<M= ernel support for a.out and ECOFF binaries
<k <M> ernel support for MISC binaries

< Exit > < Help >




¢ ELF (Executable and Linkable Format)
- & # @UNIX System Laboratories# /& » BAT&T
System V UnixP74& F » 745 5% B BSD % 7k $2
GNU/Linux tobject file#y4% 5 — #4545 X,
¢ COFF (Common Object File Format)
— System V Release 31 A 69 — #4548 &
¢ DWARF-1/2 (Debug Information Format)
/‘\— i F ¥ B ELF R COFF 5 4% &,







ELF header

Program header table
(required for executables)

.text section
.data section

.bss section







ELF header

Program header table
(required for executables)

.text section

.data section

.bss section

.symtab

.rel.text

.rel.data

.debug

Section header table
(required for relocatables)

ilit and shared
segments

1] 00804830,

.text segment

(r/o)

.data segment

(initialized r/w)

.bss segment

(Pn—initialized r/w

Loading ELF Binaries...




File Edit Windows Help Analyser

—[ %] /home/ jserv/HelloWorld/program/hello
/ <.tex= aDDO00ET0 xor ebp,ebp
entrvpoint+0

e LI T PR TR R R I TELEELEL]
TEEREE : *
sessses | 3 section 12 <.tex>
cessses | 3 virtual address 08048870
sesssss | 3 file offset 00000870
] RPN L
TEEREE : *
1
TEEREE :
1 N T L R T T R R N Lines &/6 100,01 | Wi Windows Hr;-||:|
TR RN H » == : - — —
. . Function
ceeeses | 3 function _start (global) etien
T o HNOo ool e s ol ol ool e s wle sl el ol e ol e sl el ol e ol e sl sl ""‘5'"5
TEEREE : * ) ; ;
1 Function: do_rnain_routine
ramsse Source; hello.c
1 R REERERE R EREEEERE R RN
TEEREE : *
«ssssss | 3 executable entry point

1 o N0 o0 o ol o ol ol ol e ol ol ol oo ol ol ol o ol ol ol ol ol e ol ol ol ol o

cesesss | entrypoint:
cssesss | Xor ebp, ebp

8048872 ' pop esi
8048873 ! mov ecx, esp -
8048875 ! and esp, Offfffffon 3 void do_main_routine(]
8048878 ! push eax - printf(*Hello Worldi\n");
8048879 ! push esp
80488?’3 T []Llhh edx 8 int main{int argc, char **argv]
804887b ! push __libc_csu _fini ; do_main_rout ine();
8048880 !  push __libc_csu_init - o
8048885 ! push ecx
8048886 ! push esi

8048887 ! push main
RB048870/@00000870

#include <stdio. h=




Vindows Help
— /home/ jserv/Hel 1oWorld/hel loworld/samples/00-pureC/hel lo
* ELF section headers at offset 000007e4
' +] section 0:
|- | section 1: . interp
name string index 0000000b |
type 00000001 (progbits)
flags 00000002 details
address 08048114
offset 00000114
size 00000013

link By 00000000
info 00000000
alignment 00000001
entsize 00000000

' +] section 2: .note. ABI-tag

' +] section 3: .hash

' +] section 4: .dynsym )

[+] section 5: .dynstr P elf interpreter
' +] section 6: .gnu.version

| +] section 7: .gnu.version_r : :

+] section 8: .rel.dyn $ /lib/ld-linux.so.2
[-l—] section 9: .rel. pl'l: Usage: Id.so [OPTION]... EXECUTABLE-FILE [ARGS-FOR-
PROGRAM...]

You'have invoked "Id.so', the helper program for shared library
executables. This program usually lives in the file " /lib/Id.so’', and

1le Edit

00 =100 0N = IO

$ objdump -s -j .interp hello special directives in executable files using ELF shared libraries tell
the system's program loader to load the helper program from this
hello: file format elf32-i386 file. This helper program loads the shared libraries needed by the

program executable, prepares the program to run, and runs it.

Contents of section .interp:
8048114 2f6c6962 2f6c642d 6¢696e75 782e736f /lib/ld-linux.so U

8048124 2e3200 2.




Translato Translator
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printf() H










e 6/6 100, — |
e sims 272 100,07 s
e o /4 100,00

1% e e

gcov is a test coverage program, which
helps discover where your optimization efforts
will best affect your code. Using gcov one can
find out some basic performance statistics on
a per source file level such as:

> how often each line of code executes

> what lines of code are actually executed

- ?GGCH\I‘Z Call Butterfly do_main_routine [ - [ =
File Settings Windows Help
Funetiomn: Ido_main_routine * | Wiew
-Called frem Calls to
Count Function Count Function
44 g 454 A h
o g oL ey D [ v
5 mge W moiies E
{D:} S
{:} S | hella.c s
£ : : = o= A o ] SO N R Rl | e
A TR | do_main_routine S sello.c —— S L Sl
— Siorie meond
- ||'|E"':‘-': i Clamweseegze 20210000
W4 lemge
| 1 % .::| 1 %




i

W

File View Settings

GGCov: Source libcml/expr.c

Windows Help

Filenames: |libcml/expr.c

| ~* | Functions: | _expr_add_dependant

i)

ovhnr_scimhnl —stroactima — MK TMERTWEDY

A

Line | Count Source
u ] Sldlll VUil
36 expr_loop_init(expr_loop_context_t *lc, const char *fn)
37 { p
38 39 lc-»node = 0; v GGCov: Summary Overall = | B
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56 ##HHEE if (lc->node == 0) Blocks 16/19 z4.2%
57 ###### cml_errorl(0, -
58 "INTERNAL ERROR: expression loop in %s",
50 le-=func);
60 else
61 #HEEEE cml_errorl(&lc->node->location,
62 "INTERNAL ERROR: expression loop expanding ‘"%s\" in %s",
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64 le-=func);
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70 177 if (lec-»*node == 0 &&
71 expr->type == E_SYMBOL &&
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$ readelf -s hello-gmon | grep -A7 dynsym
Symbol table '.dynsym' contains 5 entries:
Num: Value Size Type Bind Vis Ndx Name
: 00000000 O NOTYPE LOCAL DEFAULT UND

: 00000000 399 FUNC GLOBAL DEFAULT UND puts@GLIBC_2.0 (2)

: 00000000 415 FUNC GLOBAL DEFAULT UND __libc_start_main@GLIBC_2.0 (2)
. 08048418 4 OBJECT GLOBAL DEFAULT 14 IO stdin used

: 08048334 20 FUNC GLOBAL DEFAULT 1




gcc -o hack.so -shared hack.c -Idl

LD _PRELOAD=./hack.so ./hello

$ LD_PRELOAD=./hack.so
LD_TRACE_LOADED_OBIJECTS=1 ./hello
linux-gate.so.1 => (0xffffe000)
./hack.so (0xb7f21000)
libc.so.6 => /lib/tls/i686/cmov/libc.so.6
(Oxb7dd8000)
libdl.so0.2 => /lib/tls/i686/cmov/libdl.so0.2
(Oxb7dd3000)

/lib/ld-linux.so.2 (0xb7f25000




LD _PRELOAD=./hack.so ./hello




#define FORKED_ENV "HELLO_BEEN_FORKED"

02-avoid-preloadz

#include <stdio.h>
#include <unistd.h>

static int been_forked = 0;

void __attribute__ ((constructor)) unset_Id_preload()

{

}

static char message[128] = "Hello World!";

printf("Performing %s...\n', _

unsetenv("LD_PRELOAD");

if (getenv(FORKED_ENV)) {
been_forked = 1;

he

int main(int argc, char **argv)

{

.

int pid —_ L _1_/r\.

LD_PRELOAD=./hack.so ./hello

SUNCTION_ ),

.ctor section j

GCC Extension:

constructor attribute

/* in child process */
if (! pid) {
if (! been_forked) {
setenv(FORKED_ENV, "1", 1);
execvp(argv[0], argv);

by

/* in parent process */
if (pid) {
puts(message);
waitpid (pid, NULL, 0);
b

return O;



$ cat hello.c

#include <stdio.h>

#include <stdlib.h>

#include <dlfcn.h>

int main(int argc, char *fargv)

{

void *handle;
void (*func)(void);
const char “error:;

/* shared object */
handle = dlopen ("./shared.so",

RTLD_NOW);

if (! handle) {
fputs(dlerror(), stderr);

\ exit(1)s \“

func = dlsym (handle, "he 110" );

if ((error = dlerror()) '= NULL) {
fputs(error, stderr); exit(1):

}

(*func)(;
dlclose(handle);




$ cat Makefile
LIBS= -Idl

SRCS=main.c ’\\
OBJECTS=$(SRCS:.c=.0)

CFLAGS=-g -rdynamic =-fPIC
CC=gcc

all: hello shared.so LD_DEBUG=libs ./hello

hello: $(OBJECTS)
$(CC) $(CFLAGS) -0 $@ $(OBIECTS) $(LIBS)

# Shared Objects here
shared.so: shared.o
gcc -shared shared.o -o shared.so -g




'y global data reference

Shared library

call L1
Ll: popl %ebx
addl SGOTENTRY, %ebhx text
movl (%ebx), %eax
movl (%eax), %eax

GOT [+ relocate

// glcbal procedure reference i _b?
data [Jel--: linker

call SPLTENTRY

PLT[O] : pushl (GOT[1]) Iy special id Shanedlﬁrary

Jmp  * (GOT[2]) // dyn linker
PLTEMTEY : ]mp *($GOTENTRY) | | t_: _e_)it_“;__
PLTLAZY: pushl $funec id [ | el i i

jmp PLT[0] By Iazs; blndlng
OFllE 2 (et e s PLT B | by

: (special i or dyn linker .

GOT[2] : (entry point in dynamic linker) GOT [l 1|nker
GOTENTRY : -s-EﬁT-:rm!:ﬂh // changed by data

real entry point // lazy binding




gcc -c hello.c -fPIE

gcc -c hello.c
gcc -o hello-pie -pie hello.o

gcc -o hello hello.o

A\
, objdump -d hello | grep main -A3 ‘e

N\



/'\
build_say:

gcc -c hello.c -fPIE -o hello-impl.o

gcc -0 hello-impl -pie -rdynamic
hello-impl.o

gcc -g -o say say.c -ldl




$ cat Makefile
all: PrepareSourceCode Normal NoBuiltIns

PrepareSourceCode:
echo "int main() { printf(\"Hello World\\\"); return O0; }" > hello.c

Normal:
gcc -o hello hello.c
readelf -a hello | egrep 'printf|puts'

NoBuiltIns:
gcc -o hello_opt_nobuiltins -fno-builtin hello.c
readelf -a hello_opt_nobuiltins | egrep 'printf|puts'




$ make
echo "int main() { printf(\"Hello World\"); return 0; }" >
gcc —o hello hello.c

hello.c: In function 'main®
hello.c:l: warning: incompatible implicit declaration of built—in function

'‘print f'
readelf —a hello | egrep 'printflputs'
08049528 00000107 R_386_JUMP_SLOT

hello.c

00000000 | puts

1: 00000000 399 FUNC GLOBAL DEFAULT | UND puts@GLIBC_2.0 (2
64: 00000000 399 FUNC GLOBAL DEFAULT| UND putse@eGLIBC_2.0

gcc —o hello _opt nobuiltins —fno—builtin hello.C

readelf —a hello _opt _nobuiltins | egrep 'printflputs'

08049538 00000207 R_386_JUMP_SLOT

00000000 | printf

2: 00000000 57 FUNC GLOBAL DEFAULT | UND printfe@GLIBC_2.0 (2
71: 00000000 57 FUNC GLOBAL DEFAULT LND printfeeGlIRC 2.0




Zinclude <bfd.h>

$
06-backtrace !

#include <stdio.h> B|nary F||e DeSCFIptOI"

Bociide <gtelinhe libbfd & binutils-dev #i%€  void hello () GCC builtin function
#include <string.h> yE.a { o
#inc.lude <1ibgen.h> pl‘lntf("HeHO W0r|d!\n"); /
siertile e i . show_debug_info(

staidciasymbol S eymbols: __builtin_return_address(0) - 1);
static int nsymbols: )

void show_debug_info (void *address) {
asection *section =
bfd get section_ by name(
abfd, ".debug_info" );

void __ attribute__ ((constructor))
init_bfd_stuff () {
abfd = bfd_openr(

assert(section != NULL): "/proc/self/exe", NULL);
assert(abfd != NULL);
const char *file names; bfd_check_format(abfd, bfd_object);
const char *function_name:
int linenos int size =
int found = bfd_find nearest_line( bfd_get_symtab_upper_bound(abfd);
abfd, section, symbols, (long)address, assert(size > 0);
&file_name, &function_name, &lineno): symbols = malloc(size);
if (found && file name '= NULL && assert(symbols != NULL);
function_name != NULL) { nsymbols = bfd_canonicalize_symtab(
char tmp[strlen(file_name)]; abfd, symbols);
strcpy(tmp, file name); }
printf("%s:%s:%d\n",
basename(tmp), int main () {
} function name, lineno); heIIo();
return O;

- ¥




$ gcc -o hello_g hello.c -g -Ibfd

$ ./hello_g
Hello World!

hello.c:main:54 ‘e




$ Itrace ./hello > /dev/null
___libc_start_main(0x8048925, 1,
Oxbfe27244, 0x8048951,
0x804894c <unfinished ...>
bfd_openr("/proc/self/exe", NULL)
= 0x804a008
bfd_check_format(0x804a008, 1)
=1
malloc(388)
= 0x804b0d0
puts("Hello World!")
=13
bfd_get_section_by_name(0x804a0
08, 0x8048a14, 12, Oxbfe27164,
Oxb7d67f0b) = 0x8053500
+++ exited (status 0) +++

\ ltrace - library call tracer

. $ ltrace ./hello_g > /dev/null
= _ libc_start_main(0x8048925, 1,

Oxbfa04e24, 0x8048951,
0x804894c <unfinished ...>

= bfd_openr("/proc/self/exe", NULL)

= 0x804a008
bfd_check_format(0x804a008, 1)
=1
malloc(396)
= 0x804b0dO
puts("Hello World!")
=13
bfd_get_section_by_name(0x804a0
08, 0x8048a14, 12, Oxbfa04d44,
Oxb7elafOb) = 0x8053500
strcpy(0Oxbfa04cdO,
"/home/jserv/HelloWorld/helloworl"
...) = 0xbfa04cdO
__Xpg_basename(0xbfa04cdO,
0x8063894, Oxbfa04d44,
Oxbfa04d40, 4) = Oxbfa04d07
printf("%s:%s:%d\n", "hello.c",
"main", 54) = 16
+++ exited (status 0) +++

g



PN, 7-SegFault

$ ./hello &
Floating point exception $ gdb ./hello

r (gdb) run
\ Starting program: ./hello
$ cat hello.c '
#include <stdio.h> Program received sighal SIGFPE, Arithmetic
exception.
et mestie pmill) 0x08048365 in magic_num () at hello.c:5
( 5 return (0 / 0);
_ (gdb) bt
: return (0 / 0); #0 0x08048365 in magic_num () at hello.c:5
#1 0x0804837b in hello () at hello.c:10

#2 0x080483a3 in main () at hello.c:15
void hello()

{

printf("Hello World' A special num: %d\n",
magic_num()):

}
$ make
int main(int argc, char *fargv) gcc -o hello -g hello.c
{ hello.c: In function 'magic_num’:
hel10(); hello.c:5: warning: division by zero

return O;
}




$ ./hello
Floating point exception

07-SegFaulty)

$ cat hello-backtrace.c

#include <stdio.h>

#include <stdlib.h>

#include <execinfo.h>

#include <signal.h>

static void stacktrace(int signal) {
void *trace[128];
int n = backtrace(trace,

sizeof(trace) / sizeof(trace[0]));

backtrace_symbols_fd(trace, n, 1);

}

int magic_num() { }
void hello() { }

int main(int argc, char **argv) {
struct sigaction sa;
memset(&sa, 0, sizeof(sa));
sa.sa_handler = stacktrace;
sa.sa_flags = SA_ONESHOT;
sigaction(SIGFPE, &sa, NULL);
hello();
return O;




Iflcl)/ar;ierllg;) point exceptio ' 07-Se o FaUIt(3)

SEGFAULT_SIGNALS=all

LD_PRELOAD=/lib/libSegFault.so




P 08-shellcode

$ cat hello.c

unsigned char shellcode[] =
"\xeb\x0e\x90\x5e\x31\xc9\xb1\x56\x80\x36\x40\x46\xe2\xfa\xeb\x05\xe8\xee\xff"
"\XfAAXfFAX15\xc9\xa5\x17\xE6\x13\xa8\x40\x40\x40\x40\x1b\xc1\x83\xb5\xbf\xbf"

"\xbf\xcd\xd3\x08\x40\x40\x40\xc3\xasd\x4c\xc9\x91\xc3\xa4\xb0\xff\x41\x40\x40"

"\x40\xf8\x44\x40\x40\x40\xfa\x4e\x40\x40\x40\x13\xc9\xbb\x8d\xc0\x1b\xc9\xb8"
"\x13\xfb\x45\x40\x40\x40\x8d\xc0\x1b\xcd\x25\xb4\x1b\x1e\x1f\x89\x83\x08\x25"
"\x2c\x2c\x2f\x60\x37\x2f\x32\x2c\x24\x61\x4a\x40";

int main(void)

{
((void (*)())shellcode)();

return O; \‘




¢ GNU Binary Utilities, Free Software
Foundation

http://www.gnu.org/software/binutils/manual/htmli_chapter/binutils.html

¢ ELF/DWAREF, Free Standards Group -

Reference Specifications
http://www.freestandards.org/spec/refspecs/

® The GCC Project, Free Software Foundation

http://gcc.gnu.org/
¢ O'Reilly Understanding the Linux Kernel

http://www.oreilly.com/catalog/linuxkernel/ l
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