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> Ubuntu feisty (development branch) @

> Linux kernel 2.6.20
v gec4d.1.2
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N - Memory Section/Region
* Linux Memory Allocation
» 1386 stack/register/call




® #L4 : Modular programming

* Module 3t 24 % 110 A~®@ & 2 & -F > & re-locatable
object code %8,

o Assembler ¥ Linker & @ & 31 » £2 X &1 % T sections
(absolute or relocatable blocks of code or data) %& &
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o K B 1 Fl module ~ 4774 #8 Bl % #% %) sections ° 444
partial sections”

o Linker 89 Bk & %t 24 PT A partial sections % & & sections
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® Absolute sections
o T EEALAHF 89 memory address
o R & 4-3] E 4 section
® Module
> i1 —1B &, % 18 code sections T 48 4%,
® Program

> 8,4 ¥ — gbsolute module @ it %4 H A4k
absolute/relocatable section

e Linker

> all external references to symbols in other modules
are resolved by the linker/locator — the end product is
a single absolute object module (the “program’)
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shared libraries

run-time heap
(managed by malloc)

read/write segment
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read-only segment
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1386 stack

Stack
Push




text
message:

1386/Linux re

.ascii "Hello World\O0"

.align 4

.globl main

main:

pushl %ebp
movl %esp,bebp
pushl $message

call
addl
xorl
movl
popl
ret

puts
$4,%esp
beax,beax
%ebp,besp
%ebp




1386 call(1)

/g




1386 call(2

0x110 0x110
0x10c 0x10c \
123

0x108 123 0x108

- OX80482dL _

sesp 0x108 sesp -

%eip | 0x80482cc %eip| 0x8048280
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outer()

invoke ()

inner ()




2 3—?
> Local variables
» Return information Midium

Bottom

Top

> Temporary space
® Pointers
» Stack Pointer %esp 45 ®  Frame
Stack &9 T8 34 Pointer
. v %ebp —>
> Frame pointer %ebp 45 oroc
®) Current Frame &9 B35 Stack
Pointer
%esp

Stack
“Top”




® Current Stack Frame

> Arugment Build Caller
» Parameters for Frame <
function about to call '

Arguments
> Local variables

Frame Pointer \ | Return Addr

> Saved register context (%ebp) »| Old %ebp
. .
Old frame pointer Save
e Caller Stack Frame Registers
> Return address VaLrioacbaIIe i
»Pushed by call
instruction
- Stack Pointer Argur_nent
> Arguments for this call (%esp) | Build

\_




| * syscall = system call
o TRl
> libc wrapper
> direct syscall
> syscall function

» Linux kernel 2.6 ] virtual syscall




User mode Kernel mode

r system_call:
v xyzO { L o
. ! SYS_XYZ
xyz(); ~ int O0x80 : | y yzO
.| S Yo : ret_from_sys_call:
5}'5tﬂ111 call R‘E-"Iﬂpper routine S_vstf“m call handler Sjrstem call
Mvocation 11 i1 libe standard service routine
ﬂpplﬂcatic:n libmr_v
program
USER MODE _
KERNEL MODE
System call Intemrupt
handler Scheduler handler

Spstem cal Timer inferrup Device infermupd



$ pidof hello-loop

6987

$ gdb

(gdb) attach 6987

Attaching to process 6987

Reading symbols from
/home/jserv/HelloWorld/samples/hello-loop...done.
Using host libthread_db library
"/lib/tls/i686/cmov/libthread_db.so.1".
Reading symbols from
/lib/tls/i686/cmov/libc.so.6...done.

Loaded symbols for /lib/tls/i686/cmov/libc.s0.6
Reading symbols from /lib/ld-linux.so0.2...done.
Loaded symbols for /lib/ld-linux.so0.2
Oxffffe410 in __kernel_vsyscall ()

KERNEL MODE

System call
handber ‘




main.c

{instructions)

close (£d) ;

{instructions)

( /lib/libc.s0.6 ) . linux/arch/i386/kernel/entry.S

movl %ebx, %edx
movl Oxd (%esp,l), tebx
movl 50x6, %eax

movl %edx, Yebx
cmp $0x£££££001, %eax
jae syscall error

|
|
|
|
int $0x80 |
|
|
|

ret

pushl %eax
SAVE ALL
GET_CURRENT ( #abx)

empl $(NR_syscalls), %eax
jae badsys

linux/fs/open.c

int sys _clese(int f£d)

{

call *svs call table (, %eax, 4)

movl %eax, EAX(%esp)

RESTORE ALL

{instructions)

user mode : kernel mode

processes
not involved

syscalls
not involved

system
calls user mode
assembler—glue kernel mode

- syscall multiplexer
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$ gcc -v -o hello hello.c
Using built-in specs.
Target: i486-linux-gnu

/usr/lib/gcc/i486-linux-gnu/4.1.2/collect2 --eh-frame-hdr

-m elf_i386 -dynamic-linker /lib/ld-linux.so.2 -0 hello

" /usr/lib/gcc/i486-linux-gnu/4.1.2/../../../../lib/crt1l.0 4 ¢ o4t hello.c
/usr/lib/gcc/i486-linux-gnu/4.1.2/../../../../lib/crti.o i '

/usr/lib/gcc/i486-linux-gnu/4.1.2/crtbegin.o -L

/usr/lib/gcc/i486-linux-gnu/4.1.2 -L/usr/lib/gcc/i486- retuTTo;

linux-gnu/4.1.2 -L/usr/lib/gcc/i486-linux- }

$ strace ./hello

/tmp/ccyjlYoV.o -lgcc --as-needed -lgcc_s --no-as-

needed -Ic -lgcc --as-needed -lgcc_s --no-as-needed mz
EXI_group(o) =7
- /usr/lib/gcc/i486-linux- gnu/4 1. 2/ ../ / Jlib/crtn.o  Process 14211 detached

$ wc -c hello

6749 hello
printf o
hello.c ke hello.d compiler | kello.a |assembler| hellc.o hnker hella
H?EEEE?DF [eol) . {as) . {1d)
SOLFCS FE imadiffad assesnbly refocaaila axscifabia
progrann HEOWCE pragram abjact object
(et} program {teuxl) Drogras prograim

(laxt) {lirrany) (binary)
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® linux-2.6.17/include/asm-i386/unistd.h

® qcc -0 hello- all \
-D___ KERNEL__|\

-fno-builtin \

-fomit-frame-pointer \
-l/lib/modules/"uname -r'/build/include \

hello-syscall.c
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#include <stdio.h>

char message[] = "Hello,

world\n";

int main(void) {
long _res;
__asm___ volatile (
‘int $0x80"

2

2 "=a" (_res)

:"a" ((long) 4),

"b" ((long) 1),

"c" ((long) message),

"d" ((long) sizeof(message)));
return O;

}
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#include <stdio.h>
char message[] = "Hello,
world\n";
int main(void) {
long _res;
__asm___ volatile (
"int $0x80"
:"=a" (_res)
/7 :"a" ((long) 4),
"b" ((long) 1),
"c" ((long) message),
"d" ((long) sizeof(message)));
return O;

}

$ head -n 12 /usr/include/asm-
i386/unistd.h

#ifndef ASM_1386_UNISTD H_
#define ASM_1386_UNISTD_H_

/*

* This file contains the system call
numbers.

*1

#define _ NR restart_syscall 0
#define _ NR_exit

#define _ NR_fork

#define _ NR read

#define __NR_write




Dynamically Linked Shared Libraries(1)

mlc alc K3t $2 virtual syscall & B &
Translators Translators
(ccl, as) (ccl, as)
m.o a.o

Linker (1d)

Loader / Dynamic Linker
(1d-linux.so)

arg
vector

main()
printf()




Dynamically Linked Shared Libraries(2)

program libc.so

VL~

Program’




£ I User-Mode Kernel-Mode

LA |nt80 Iy B 17.500ms 7.00ms
Ll systenter/ 9.833ms 6.833ms
sysexit 2 F i

Performance System entry / exit from user level

on P Il 500 Mhz



Dynamically Linked Shared Libraries(s)

kernel virtual memory
(code, data, heap, stack)

user stack
(created at runtime)

v
T

memory mapped region for

_ shared libraries

run-time heap
(managed by malloc)

read/write segment
(.data, .bss)

read-only segment

(.init, .text, .rodata)
. unused

$ gdb -c core -q
Core was generated by " hello'.
Program terminated with signal 11, Segmentation fault.
#0 Oxffffe777 in ?? ()
(gdb) bt
#0 Oxffffe777 in ?? ()




Dynamically Linked Shared Libraries4)

kernel virtual memory
(code, data, heap, stack)

user stack 'Q
(created at runtime)

memory mapped region for
shared libraries




Dyvnamice in .- Shared Libraries(s)

(code, data, heap, stack)

user
(created a

memory mappe
shared 1

ad /writc Coimmen .
(.data, .bss)
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i - glibc i) HWCAP ]

* Rundll32.exe on Linux




| - $ COLUMNS 200 dpkg N | grep I|b06
o i libc6 2.5-0Oubuntu2 GNU C Library:
Shared libraries

2 ii libce-dev 2.5-Oubuntu2 GNU C
Library: Development Libraries and Header Files

o i libc6-i686 2.5-0ubuntu2 GNU C
Library: Shared libraries [i686 optimized]

o —fi% i386 £ i686 m fELHY glibc AAfAT HAE?
o BFELZREL, WEELER, WRERA TR B S iR Sk
ERE M
® 5| A\ HWCAP (Hardware Capacities) H#& ]
5> LD_SHOW_AUXV (AUXiliary Vector)
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glibc #3 HWCAP ##] 3

] $LD _SHOW_AUXV=1 ./hello
AT SYSINFO Oxffffe400

4 AT HWCAP fpu vme de pse tsc msr mce cx8 sep mtrr pge mca cmov pat

clflush dts acpi mmx fxsr sse sse2 tm pbe

AT CLKTCK: 100

AT _PHDR: 0x8048034
| AT PHENT: 32
1 AT PHNUM: 7
AT BASE: Oxb7fca000
AT FLAGS:  0x0
AT _ENTRY:  0x80482b0

AT _UID: 1000
AT EUID: 1000
AT _GID: 1000

AT EGID: 1000
AT _SECURE: 0)

AT _PLATFORM: 686
Hello World!

\_
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» MS-Windows Rundll.exe M.EFi%E <51 A DLL 3
] function

> Rundll32.exe DIIFileName FuncName

» izik( http://www.tty64.org ) $1 ¥ x86/Linux £8% Runlib32

> [runlib libc.so.6,puts \""Hello World"\"

$ ./runlib -v -x printf-out libc.s0.6,puts \""Hello World"\"
pUtS[<OXb7ed861 0>]@I|bCSO6[] Streams Buffers

* Stack Generated (1 parameters, 4 bytes) * Standart Output (STDOUT) : 15 bytes

------- * Standart Error (STDERR) : 0 bytes
Generated Assembly

- Function Result
* pushl $0xbfce7c9a

* call Oxb7ed8610 * Pointer: No
*Value: 12
$ cat printf-out
Hello World



http://www.tty64.org/

src/lib.c r

* Make the CALL!

/*
* Manually pushing the function arguments to /t _ oned | tr->fen handler():
* the stack ret = (unsigned long) ptr->fcn_handler();
*/
/*
i (ptr->stack) { */Be polite, let's clean the stack afterward

for (j = 0; j < ptr->stack->stack_items; j++) {
asm__ _ volatile_ (\

"pushl %0 \n" \

: [* no output */\

:"'r" (ptr->stack->stack(j]) \

- "%eax" \

);

if (ptr->stack) {
ptr->stack->stack_items *= sizeof(long);
asm volatile__ (\
"addl %0, %%esp \n"\
. [* no output */ \
:"'r" (ptr->stack->stack_items) \
: "%esp" );
ptr->stack->stack_items /= sizeof(long);

S_errno = errno,
\_ signal(SIGSEGV, SIG_DFL);




® Trampoline (Assembly/Machine code-C interfacing)
o JEIT gV e FH L
> ffcall (GNUstep/Obijective-C)
> libffi (GNU GCC)
> JIT compiler (Kaffe, Hotspot, ...)
> Boot-straping code in dynamic programming
language engine




( Binary Hacks ) , O'Reilly Japan

Linkers and Loaders

> http://www.iecc.com/linker/
Startup state of a Linux/i386 ELF binary
> http://asm.sourceforge.net/articles/startup.html

IA32 I Linux PAZ A BT o A
> http://lwww.whitecell.org/list.php?id=23

FFCALL
> http://www.haible.de/bruno/packages-ffcall.html

Linux 2.6 ##1 CPU ‘%
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o http://lwww-128.ibm.com/developerworks/cn/linux/kernel/l-k26ncpu/
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